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3) D Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) |3 Claim(s) 1-7. 20.26-37. 56-69.83-95 and 107-114 is/are rejected. 

7) |3 Claim(s) 8-19.21 -25.38-55.70-82.96-106 and 138-161 is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10)D The drawing(s) filed on is/are: a)D accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 
1 1 )□ The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12)^ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .|3 Certified copies of the priority documents have been received. 

2. Q Certified copies of the priority documents have been received in Application No. . 

3. D Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attachment(s) 

1) Kl Notice of References Cited (PTO-892) 

2) dl Notice of Draftsperson's Patent Drawing Review (PTO-948) 

3) D Information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 

Paper No(s)/Mail Date . 



4) EH Interview Summary (PTO-4 13) 

Paper No(s)/Mail Date. . 

5) CD Notice of Informal Patent Application (PTO-152) 

6) □ Other: . 



U.S. Patent and Trademark Office 
PTOL-326 (Rev. 7-05) 



Office Action Summary 



Part of Paper No./Mail Date 02042006 



Application/Control Number: 09/807,824 
Art Unit: 2131 



Page 1 



DETAILED ACTION 
Minor Informalities 

1 . IDS submitted by Applicant 4/18/2001 cannot be considered by the Applicant until the Applicant 
provides an English Abstract translation of the documents that are listed on the IDS submitted by the Applicant 
4/18/2001. Also, the Applicant is required to submit an English translation of the PCT search report the 
Applicant submitted on 4/1 8/2001 . The IDS will be considered once the Applicant provides the English 
translation of the required documents. 

Election of Claims by the Applicant 

2. A Restriction was made by the Examiner on 10/6/2005. An election was made by the Applicant on 

1 1/3/2005, without traverse to prosecute the invention of Group I, claims 1-114, 138-161 . Affirmation of this 
election was made by the Applicant in writing 1 1/03/2005. Claims 115-1 17 and 1 18-137 are withdrawn from 
further consideration by the Examiner, 37 CFR 1 .142(b), as being drawn to a non-elected invention. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for the 
rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed in the United States 
before the invention by the applicant for patent or (2) a patent granted on an application for patent by another filed in the United 
States before the invention by the applicant for patent, except that an international application filed under the treaty defined in 
section 35 1(a) shall have the effects for purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1-7, 20, 26-37, 56-69, 83-95, 107-1 14, are rejected under 35 U.S.C. 102(e) as being anticipated 
by Harada(6,850,914). 

4. As per claims 1, 34, Harada et al. discloses a data transmitting system including a data 
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recording medium(i.e. portable medium/ PM)(see col. 4, lines 30-33); and a drive unit which accesses the data 
recording medium(see col. 5, lines 5-11), the data recording 

medium including: a security module which executes a mutual authentication protocol with the drive unit and a 
recording medium proper(see col. 5, lines 5-20, col. 9, lines 26-38); and the drive unit including: a controller 
which executes the mutual authentication protocol when accessing the data recording medium(see col. 6, lines 
35-51); and an interface unit which accesses the recording medium proper of the data recording medium(see 
col 7, lines 55-67). 

5. As per claim 2, Harada discloses wherein the mutual authentication 
protocol uses the public-key encryption technology(see col. 9, lines 27-31). 

6. As per claim 3, Harada discloses wherein the data recording medium 

includes the security module and a disc as the data recording medium proper(see col. 8, lines 60-67). 

7. As per claim 4, Harada discloses wherein the drive unit further includes 
means for driving the disc as the recording medium proper of the data recording 
medium(see col. 8, lines 60-67). 

8. As per claim 5, Harada discloses wherein the interface unit accesses directly the recording medium 
proper(see col. 10, lines 55-59). 

9. As per claim 6, Harada discloses wherein the data recording medium 

includes the security module and a memory chip as the recording medium proper(see col. 5, lines 5-15). 

10. As per claim 7, Harada discloses wherein the interface unit accesses the 

data recording medium via the security module of the data recording medium(see col. 8, lines 60-67). 

11. As per claim 26, Harada discloses wherein when executing the mutual 
authentication protocol, the drive unit and security module execute a key sharing 
protocol using the public-key encryption technology, encrypt a data encrypting 
content key with a shared key thus obtained, and send the encrypted content key 
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from one of them to the other(see col. 9, lines 1-13, col. 10, lines 43-54). 

12. As per claim 27, Harada discloses wherein when executing the mutual 
authentication protocol, the drive unit and security module execute a key sharing 
protocol using the public-key encryption technology, encrypt data with a shared 

key thus obtained, and send the encrypted data from one of them to the other(see col. 9, lines 1-13, 
col. 10, lines 43-54). 

13. As per claim 35, Harada discloses wherein the mutual authentication 

protocol is a protocol using the public-key encryption techno logy(see col. 8, lines 60-67). 

14. As per claim 36, Harada discloses wherein the interface unit of the drive 
unit accesses directly the recording medium proper(see col. 8, lines 35-42). 

15. As per claim 37, Harada discloses wherein the interface unit of the drive unit accesses 

the data recording medium via the security module of the data recording medium(see col. 8, lines 35-50). 

16. As per claim 56, Harada discloses wherein when executing the mutual 

authentication protocol(see col. 8, lines 60-65), the drive unit and security module execute a key sharing 
protocol using the public-key encryption technology(see col. 8, lines 60-65), encrypt a data encrypting 
content key with a shared key thus obtained, and send the encrypted content key 
from one of them to the other(see col. 9, lines 1-20). 

17. As per claim 57, Harada discloses wherein when executing the mutual 
authentication protocol, the drive unit and security module execute a key sharing 

protocol using the public-key encryption technology(see col. 8, lines 60-65), encrypt data with a shared 
key thus obtained, and send the encrypted data from one of them to the other(see col. 9, lines 1-20). 

18. As per claim 64, Harada discloses a drive unit, which accesses a data recording medium 
including a recording medium proper and a security module which executes a 

mutual authentication protocol with the drive unit(see col. 10, lines 43-59), the drive unit comprising: 
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a controller which executes the mutual authentication protocol when 

accessing the data recording medium(see col 11, lines 26-35); and an interface unit which accesses 
recording medium proper of the data recording medium(see col. 11, lines 26-35). 

19. As per claim 65, Harada discloses wherein the mutual authentication 

protocol is a protocol using the public-key encryption techno logy(see col. 9, lines 26-30). 

20. As per claim 66, Harada discloses further comprising a drive means for 

driving a disc as the recording medium proper of the data recording medium(see col. 8, lines 60-67) 

21. As per claim 67, Harada discloses wherein the interface unit accesses a memory chip 
as the recording medium proper of the recording medium(see col. 5, lines 5-15). 

22. As per claim 68, Harada discloses wherein the interface unit accesses 
directly the recording medium proper(see col. 8, lines 60-67). 

23. As per claim 69, wherein the interface unit accesses 

the recording medium proper of the data recording medium via the security 
module of the data recording medium(see col. 8, lines 60-67, col. 9, lines 1-13). 

24. As per claim 83, Harada discloses adapted to work with the security 
module, when executing the mutual authentication protocol, in executing a key 

sharing protocol using the public-key encryption techno logy(see col. 8, lines 60-67), encrypt a data 

encrypting content key with a shared key thus obtained, and send the encrypted 

content key from one of the drive unit and security module to the other(see col. 9, lines 1-13). 

25. As per claim 84, Harada discloses adapted to work with the security 
module, when executing the mutual authentication protocol, in executing a key 
sharing protocol using the public-key encryption techno logy(see col. 8, lines 60-67), 
encrypt data with a shared key thus obtained, and send the encrypted data from one 
of the drive unit and security module to the other(see col. 9, lines 1-13). 
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26. As per claims 28-33, 58-63, 85-90, 109-1 14, Harada discloses destined to write data to the 
recording medium proper via the interface unit, wherein: a protocol for key sharing with the 
security module is executed using the public-key encryption technology 

the data content key is encrypted with the shared key obtained through the 

execution of the key sharing protocol(see col. 9, lines 39-44) and the encrypted data content key is sent to 
the security module; the security module decrypts the encrypted content key with the shared key 
obtained through the execution of the key sharing protocol(see col. 9, lines 39-47), and receives data re- 
encrypted with the content key decrypted with save key stored therein; and 
the data encrypted with the content key and the content key encrypted by 
the security module using the save key are recorded to the recording medium 
proper via the interface unit(see col. 10, lines 55-67, col. 11, lines 1-7). 

27. As per claim 91, Harada discloses access method for access to a data recording medium including a 
recording medium proper and a security module which executes a mutual 

authentication protocol with a drive unit(see col. 9, lines 27-38), the method comprising steps of: 
executing the mutual authentication protocol when accessing the data 

recording medium; and accessing the recording medium proper of the data recording medium 
according to the result of the mutual authentication protocol execution(see col. 10, lines 31-65). 

28. As per claim 92, Harada discloses wherein the mutual authentication 

protocol is a protocol using the public-key encryption techno logy(see col. 9, lines 27-38). 

29. As per claim 93, Harada discloses where access is made to a memory 

chip as the recording medium proper of the data recording medium(see col. 5, lines 5-15). 

30. As per claim 94, Harada discloses wherein access is made directly to the 
recording medium proper(see col. 8, lines 60-67). 

31. As per claim 95, Harada discloses wherein the interface unit accesses the 
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data recording medium via the security module of the data recording medium(see col. 8, lines 60-67, col. 9, 
lines 1-13). 

32. As per claim 107, Harada discloses wherein when executing the mutual 
authentication protocol, the drive unit and security module execute a key sharing 
protocol using the public-key encryption techno logy(see col. 10, lines 43-59), 
encrypt, using a shared key thus obtained, a data encrypting content key, 

and send the encrypted content key from one of them to the other(see col. 11, lines 26-35). 

33. As per claim 108, Harada discloses wherein when executing the mutual 
authentication protocol, the drive unit and security module execute a key sharing 

protocol using the public key encryption technology(see col. 9, lines 27-37, col. 10, lines 43-65), encrypt data 
with a shared key thus obtained, and send the encrypted data from one of them to the other(see col. 10, lines 49- 
55). 

34. Claims 8-19, 21-25, 38-55, 70-82, 96-106, 138-161 are objected to as being rejected on base claims. 



Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner should be 
directed to Jenise E. Jackson whose telephone number is (571) 272-3791. The examiner can normally be 
reached on M-Th (6:00 a.m. - 3:30 p.m.) alternate Friday's. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Ayaz Sheikh 
can be reached on (571) 272-3795. The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 
9197 (toll-free). 




